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ATTACHMENT I:  SCOPE OF SERVICES 
 
The scope of services to be provided by the consultant includes, but is not necessarily limited 
to, the following: 
 

• Provide general IT services support such as system maintenance, hardware and software 
installation and configuration, system upgrades, and updates; 

• Support and maintain data backup and recovery;  
• Provide other network assistance as needed;  
• Identify potential risks to the network, operating systems and communicate these to the 

OIG; and 
• Respond to emergent needs as determined by the network, operating systems, and 

information obtained from OIG staff. 
 
 SUPPORT SERVICES REQUESTED 
 
A. GENERAL IT SUPPORT: The consultant will provide software consulting, configuration, 

administration, installation and support of current and future applications and operating 
systems on all client machines and network devices. The consultant will also provide 
“General IT Support”. 

 
“General IT Support” is defined as the ability to: 

• Provide proactive system maintenance for all network devices (i.e. warranty, 
network and asset status), including quarterly and monthly reviews and routine 
maintenance and security management 

• Update, upgrade, install, configure and troubleshoot any and all software and 
hardware 

• Set up and install new machines (i.e. desktops, printers, scanners), if necessary 
• Provide structured system protection and maintenance (i.e. Symantec Backup 

Exec, UPS, and Antivirus Software) 
• Assist OIG IT staff with application, OS, hardware and software troubleshooting 
• Support and maintain data backup and recovery 
• Communicate effectively and efficiently with OIG staff 

 
Current Applications/Programs and Operating Systems Include:  

• Microsoft Exchange 2007 
• Symantec Backup Exec  
• Microsoft Forefront Client Security 
• System Log Management and Incident Reporting  

 System iNtrusion Analysis & Reporting Environment (SNARE) 
• SQL Server 2005, 2008, and 2008R2 
• Active Directory 
• Windows 7 and Vista 
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• Windows Server 2003 and 2008 
• Endpoint Encryption (PGP), laptops only 
• Email Journaling Tool (Live Office) 

 
Current Equipment: 

• Star Topology network of 8 servers and 2 switches (including file and mail server) 
• No wireless access points (except VPN) 
• Two network printers  
• Under 100 desktops and laptops (Dell Optiplex 755, T3400, Latitude D630) 
• One 8-port hub 
• Two kiosk machines (public use) 
• One LAN router 
• Web and Spam Filter (Barracuda) 
• One separate network (WAN)  
• CAT-5 cabling 
 

B. TASK ORDERS: All projects will be completed by task order and billed under the task 
order number (see sample, Attachment IV). All projects will be requested in writing by 
OIG IT staff. Consultant will provide written documentation at the conclusion of every 
project, which will include (where applicable) explanatory diagrams, administrative and 
local authentication credentials and access points, instructions on software installed and 
any other relevant information. The project is not considered complete until proper 
documentation is provided and will be reflected on task order evaluation form as such. 
When working within the office, the consultant will keep working area well maintained 
and will leave all equipment in the same manner.  

 
Regularly scheduled tasks will include:  

• Monthly site visits for network maintenance (i.e. defrag, event log review, 
hard drive capacity and tape cleaning); 

• Support for emergent hardware failures; 
• Preventative measures (Antivirus); 
• Proactive maintenance; 
• Network performance measurements; and  
• Backup operation inspection. 

 
C. ESCALATION PROCEDURES: In the event a problem arises, the consultant will first try to 

resolve the issue by email or telephone – assisting OIG IT staff. If the problem is not 
resolved by telephone or email within sixty (60) minutes, Contractor personnel must 
make an appointment to be on-site to resolve the problem. The appointment to be on-
site to resolve the problem must be scheduled to take place within 4 hours of the first 
contact regarding the problem. If a problem is reported before 1:00 p.m. on a regular 
business day,  Contractor will be on-site that same day. If the request is an emergency 
(i.e., servers are down or there is no email access), Contractor must be on-site within 
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two hours. A detailed description of the acceptable billing practices can be found in 
Attachment V: “Fee Proposals.” The OIG computer systems may never be accessed 
remotely by Contractor personnel.  

 
The process for responding to support requests: 

1. Receive written request from OIG IT staff;  
2. Attempt to resolve the issue via email;  
3. Attempt to resolve the issue over the phone, if applicable;  
4. Site visit 

 
D. CONTRACT MONITORING / PERFORMANCE MEASURES: The contract will be monitored 

through performance measures. The performance measures for this agreement shall 
include the successful performance and completion of the consultant’s obligations in 
each individual task order. Following the completion of a task (or project), the OIG will 
evaluate the task by completing a task order evaluation form, which will rate the success 
of the work and the overall performance of the consultant. A sample task order 
evaluation form can be found in Attachment IV of the Agreement. 

 
E. DELIVERABLES: Completion of each task order and task order evaluation form will 

constitute a separate deliverable. The deliverables shall include the consultant providing 
proper documentation upon completion of the task. 

 
F. SYSTEM CHANGES: Consultant must not make any changes to the system without prior 

consent of OIG IT staff. 
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Office of Inspector General for the City of New Orleans 
Information Technology and Information Systems 
Rules of Behavior and Confidentiality Agreement  

 
Purpose: This agreement outlines the acceptable and unacceptable uses of OIG Information 
Technology (IT) and Information Systems (IS). It also outlines the signer’s responsibilities 
regarding stewardship and use of OIG IT/IS. 
 
Scope: This agreement applies to anyone granted access to any OIG IT/IS, including but not 
limited to contractors and interns. All references to IT/IS monitoring herein pertain to data 
communications only (emails, facsimile, computer database use and data storage, digital 
transmission of data, etc.) and not to voice communications. This agreement form must be 
signed before access to any OIG IT/IS is granted.  
 
Statement of Responsibility: I understand that I am to use OIG systems for lawful, official use 
and authorized purposes as further outlined in this document and other OIG policy directives. 
Even where granted access, I must only access the system files and information on a need-to-
know basis and only in furtherance of authorized tasks or mission related-functions. 
 
General. I am responsible for all activity on any OIG IS that is authorized to operate in OIG 
space and that occurs on my individual account(s) once my logon credential or password has 
been used to logon. If I am a member of a “group account,” I am responsible for all of my 
activity when I am logged on an IS associated with that account. 
 
I am responsible for all IT that I introduce into OIG approved space including devices that are 
privately owned, or those owned by another government agency. I understand that I must 
obtain written permission to introduce any non-OIG hardware, software, or media into OIG 
controlled space, and that I may not use non-OIG hardware, software, or media to connect to 
or communicate with any OIG system without authorization from the OIG. 
 
I acknowledge that the ultimate responsibility for ensuring the protection of OIG non-public 
information lies with me, the user of OIG IT/IS and non-OIG IT/IS authorized to operate in OIG 
spaces. 
 
Revocability: The ability to use IT in OIG space and access to OIG IT/IS is a revocable privilege.  
 
Rules of Behavior: I will adhere to the following Rules of Behavior (ROB):  
 
1. I consent to monitoring or search of any IT/IS equipment or media I bring into, or remove 
from, OIG owned, controlled or leased facilities. When asked by authorized personnel I will 
provide unfettered access to all equipment or media brought into or removed from such OIG 
facilities. I also understand that OIG or OIG leased IS may be monitored or otherwise accessed 
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for law enforcement or other compliance purposes and my agreement to this OIG ROB 
constitutes my consent to be monitored and to allow access to OIG IS accessed by me. 
 
2. I will: 
a. Use only properly licensed OIG approved software and hardware. 
b. Protect all copyright and other intellectual property rights according to terms and conditions 
contained in OIG approved software and hardware licenses. 
c. Use OIG IT equipment, including but not limited to portable electronic devices (PED) and 
keyboard, video, monitor (KVM) switch devices, according to and in compliance with OIG policy 
directives. 
d. Use OIG computer and network applications and systems, including but not limited to, email, 
databases, and web services according to and in compliance with OIG policy directives. 
e. Use OIG embedded and add-on peripheral devices including cameras, microphones, and 
storage devices according to and in compliance with OIG policy directives. 
 
3. When using OIG IT/IS, I will: 
a. Use strong passwords, and agree to change my password with a frequency as specified by 
policy or as requested for security reasons. 
b. Protect my password(s) from disclosure to other people. 
c. Use screen locks or logoff my workstation upon departing the immediate area. 
d. Use all required virus-checking procedures before accessing information from all removable 
media or before accessing email attachments from unknown sources. 
e. Use only authorized media (thumb drives, diskettes, etc) and procedures to download or 
store OIG information. 
f. Disseminate any OIG non-public information only to OIG IT Specialist. 
i. Destroy copies and extracts of sensitive data that are no longer needed using OIG approved 
destruction procedures. 
 
4. I will immediately report known or suspected security incidents or improper use of OIG IT/IS 
to the OIG IT Specialist upon discovery regardless of whether such action results in loss of 
control or unauthorized disclosure of sensitive information. 
 
 
Expressly Prohibited Behavior: I will NOT conduct or participate in any of the following 
behaviors or activities on any OIG IT, IS. I will not: 
 
1. Knowingly violate any statute or order, such as compliance legislation, copyright laws, or laws 
governing disclosure of information, including but not limited to: 
a. Connect classified IT/IS to the Internet or other unclassified systems. 
b. Remove sensitive/classified media (paper or electronic) from OIG offices.  
c. Use OIG IT/IS or OIG non-public information for personal benefit, profit, to benefit other 
persons, non-profit business dealings, any political (e.g., lobbying or campaigning) party 
candidate or issue or for any illegal activity. 
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2. Misuse my OIG IT/IS privileges including: 
a. Reveal my password to anyone or permit anyone to use my account, user ID, or password(s). 
b. Permit any unauthorized person access to OIG systems. 
c. Use an account, user ID, or password not specifically assigned to me, masquerade as another 
user, or otherwise misrepresent my identity and privileges to IT/IS administrators and security 
personnel. 
 
3. Exhibit behavior that could lead to damage, endangerment or degradation of OIG equipment, 
software, media, data, facilities, services, or people, including but not limited to: 
a. Attempt to circumvent access controls or to use unauthorized means (e.g., penetration 
testing, password cracking, “sniffer” programs), to gain access to accounts, files, folders or data 
on OIG IT/IS. 
b. Change configuration settings of operating systems or security related software, or security 
related information. Nor will I remove, modify, or add any hardware or software to/from OIG 
IT/IS without approval of my ISSO. 
c. Tamper (e.g., alter, change, configure, install software or hardware, or connect IT or systems) 
with my computer to circumvent any OIG policy and IT/IS protections. 
d. Open e-mails or other messages from suspicious sources (e.g., sources that you do not 
recognize as legitimate). 
e. Visit untrustworthy or inappropriate Web sites. For example, I will pay careful attention to 
the Universal Resource Locator (URL) of a web site inasmuch as URLs for malicious or 
untrustworthy web sites may look identical to a legitimate web site, but the URL may use a 
variation in spelling or a different domain (e.g., .com instead of net; or .com in place of .gov). 
f. Introduce executable code (such as, but not limited to, .exe, .com, .vbs, or .bat files).  
g. Create or intentionally spread malicious code (i.e. viruses and Trojans). 
h. Attempt to access any security audit trail information that may exist without authorization. 
i. Install or connect non-OIG owned or leased (including privately owned) software or hardware 
(e.g., PEDS, such as Palm Pilots, Blackberrys, MP3 Players…etc.) and removable media (e.g., 
thumb drives, memory sticks…etc.) to OIG IT/IS. 
j. Introduce wireless devices into OIG space without authorization from the OIG IT Specialist. 
 
4. Participate in prohibited activities, including but not limited to: 
a. Download, view, or send pornography or obscene material. 
b. Download, view, or send matter that involves racist, discriminatory, supremacist or "hate" 
type causes. 
c. Access, retrieve, create, communicate or print text or graphics that are generally 
inappropriate or unprofessional according to OIG standards of professional behavior. 
d. Download Peer-to-Peer file sharing software or applets, or to use any other means to 
download music, video or game files. 
e. Use internet “chat” services (e.g., AOL, Instant Messenger (IM), Microsoft Network IM, Yahoo 
IM…etc). 
f. Engage in email hoaxes, gossip, chain emails, forwarding virus warnings, or advertisements 
(spam). 
g. “Surf” through OIG files containing personal information merely for personal curiosity.  
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h. Setup automatic forwarding of email to non-government accounts (e.g., Gmail, Yahoo, 
Hotmail, business/vendor email accounts, etc.) 
 
Confidentiality 
All material, records, data, and information which may become available to Contractor in 
carrying out this Agreement are confidential and must be protected from disclosure. Contractor 
acknowledges a duty to protect all such material, records, data, and information and 
understands that unauthorized disclosure of confidential records or information may constitute 
a misdemeanor punishable, pursuant to La. R.S. 33:9614, by a fine of not more than two 
thousand dollars or imprisonment for not more than one year, or both. In addition, all 
proprietary information relating to the OIG or IPM computer networks, including but not 
limited to security access codes and security features, are confidential and Contractor must 
protect such information from disclosure.  
 
Acknowledgment 
I acknowledge that I have read and understand the above listed Rules of Behavior. I also state 
that I will adhere to these Rules of Behavior and that failure to do so may constitute a security 
violation resulting in denial of access to OIG IT/IS networks or facilities. I also understand that 
violation of these rules of behavior will be reported to the appropriate authorities and may 
result in administrative, criminal, or other adverse disciplinary action deemed appropriate. 
 
 
Printed Name: _________________________________________ Date: _________________ 
 
 
Employee Signature: _____________________________ Last Four of SSN: xxx-xx-_________ 
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ATTACHMENT IV:  TASK ORDER EVALUATION FORM 
 
 
Task Order #: _________________ 
 
Project Name: ______________________ 
 
Task: 
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 
 
Overall Communicatory Responsiveness: 
1 2 3 4 5 
 
 
Overall Technical Proficiency of Consultant: 
1 2 3 4 5 
 
 
Is task complete?  Y  N 
 If not, why? _________________________________________ 
 
Is job complete? Y N 
 If not, why? _________________________________________ 
 
Was proper documentation provided?  Y N 
 If not, why? _________________________________________ 
 
Hours used to complete job: ____ 
 
Response Time: ____ 
 
OIG Evaluator: 
 
Signature  ________________________ 
Print  ________________________ 
 
 




















