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l. EXECUTIVE SUMMARY

The Office of Inspector General of the City of New Orleans (OIG) conducted an
evaluation of the City’s fuel dispensing policies and procedures. In 2015 the
City spent approximately $3.2 million on more than 1.6 million gallons of fuel.
Given this significant investment, the City needs effective fuel dispensing controls
to ensure that taxpayer dollars are spent wisely and to guard against wasteful and
fraudulent fuel use. The purpose of the evaluation was to determine if the City
had effective controls over fuel dispensing in place.

The objectives of this evaluation were to determine whether:

1. the City had processes in place to prevent the misuse of fuel cards and
personal identification numbers (PINs);

2. transaction controls prevented fuel from being distributed to
unauthorized individuals and vehicles; and

3. procedures for reviewing and investigating questionable fuel transactions
successfully identified the theft or misuse of city fuel.

Evaluators found little oversight of the City’s fuel dispensing program: policies and
controls over fuel dispensing were unenforced and ineffective. City employees
responsible for maintaining the fuel system implemented new procedures in 2014
and 2015 that should have reduced the number of invalid cards and PINs.
However, departments and employees did not follow protocols consistently or
record information accurately.

City policy prohibited the sharing of fuel cards and PINs, but many fuel users
ignored the requirements. Fuel users also entered inaccurate information into the
fueling system. As a result, the system generated large amounts of unreliable data,
making it more difficult for the City to review fuel transactions for suspicious
activity and identify the theft or misuse of fuel. In addition, many departments
and agencies did not sufficiently review fuel use reports to identify and investigate
guestionable transactions or report information needed to keep an accurate
inventory of fuel cards and PINs.

As a result, the City could not reliably track fuel use or determine who was using
fuel, in what quantities, and for which vehicles.

The evaluation included the following findings:
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e Fuel users shared fuel cards, and there was no effective process for
identifying and deactivating inactive fuel cards.

e Fuel users shared PINs, and the City did not reliably identify and deactivate
PINs belonging to fuel users no longer employed by their agency or
department.

e The City did not use settings in the fuel system designed to (1) alert vehicle
coordinators if users entered inaccurate odometer readings or (2) restrict
the number of gallons that could be dispensed from the automated fueling
system during a single transaction.

e Vehicle coordinators did not review fuel dispensing reports sufficiently to
identify suspicious transactions.

e The City did not effectively monitor fuel use at its non-automated fueling
locations.

Based on these findings, the OIG made the following recommendations:

e The City should reissue fuel cards for all vehicles and equipment and
develop an effective mechanism to inventory and deactivate fuel cards.

e The City should reissue PINs to all authorized fuel users and develop
effective mechanisms to identify and deactivate former employee PINs.

e The City should require all fuel users to enter accurate odometer readings
and establish transaction controls that limit the number of gallons that can
be dispensed in a single transaction.

e The City should provide training to vehicle coordinators and take steps to
ensure that they identify and investigate suspicious fuel transactions.

e The City should repair broken fuel dispensing counters, ensure that all
required information is recorded in New Orleans Fire Department daily
fuel sheets, and enter data about fuel transactions into the automated fuel
dispensing system.

In order for these recommendations and any additional controls to work
effectively, the City must demonstrate a commitment to hold fuel users and
vehicle coordinators responsible for repeated noncompliance.
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1. OBJECTIVES, SCOPE, AND METHODS

The Office of Inspector General of the City of New Orleans (OIG) conducted an
evaluation of the City’s fuel dispensing policies and procedures. The purpose
of this evaluation was to determine if effective controls were in place to prevent
the theft of fuel.

Evaluators examined the City’s fuel dispensing practices from 2009 through 2015.
In addition to reviewing the fuel dispensing responsibilities and practices of the
Equipment Maintenance Division (EMD), evaluators also reviewed fuel dispensing
practices in city departments and outside agencies to which the City provided fuel.

The objectives of this evaluation were to determine if the City had:

e processesin place to prevent fuel cards or personal identification numbers
(PINs) from being misused;

e transaction controls in place to restrict fuel use; and

e an effective review process to identify and investigate suspicious
transactions.

To achieve these objectives, evaluators:

e interviewed vehicle coordinators, contractors who were responsible for
the maintenance and installation of the fueling systems, and personnel
from the Equipment Maintenance Division (EMD);

e reviewed a database of all transactions conducted at the City’s four
automated fuel dispensing sites;

e reconciled the City’s fuel cards and PINs to determine if they were
deactivated when an fuel user left the department or agency’s
employment or a vehicle was removed from operation;

e conducted a fuel card inspection for 109 city-owned vehicles selected
from the City’s first quarter of 2015 vehicle inventory; and

e examined records and documentation procedures for 12 sites that
dispensed fuel without an automated system.
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This evaluation was conducted in accordance with the Principles and Standards
for Offices of Inspector General for Inspections, Evaluations, and Reviews.?

The OIG staff was greatly assisted in the preparation of this report by the full
cooperation of City of New Orleans employees and officials including vehicle
coordinators and EMD staff.

1 Association of Inspectors General, “Quality Standards for Inspections, Evaluations, and Reviews

by Offices of Inspector General,” Principles and Standards for Offices of Inspector General (New

York: Association of Inspectors General, 2014).
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Il. INTRODUCTION

Case Study 1:> While performing vehicle inspections in October 2015 for a related
project, OIG evaluators obtained a fuel card from an unlocked New Orleans Police
Department (NOPD) car located in an unsecured parking lot of vehicles awaiting
repair or retirement from service.® The car had been damaged in an accident in
January 2015. Evaluators discovered a fuel card in the vehicle’s console and
removed it to prevent unauthorized use. The exterior of the envelope containing
the fuel card included a personal identification number (PIN) number assigned to
an NOPD captain.

In order to test the effectiveness of city fuel dispensing controls, evaluators visited
the City’s fuel facility located at Broad Street and used the card and PIN to obtain
fuel. Evaluators entered ‘999,999’ as the vehicle odometer reading to ensure that
the transaction appeared as an exception on the weekly fuel use report sent to
the NOPD Fleet Manager.* The transaction was neither identified as suspicious nor
investigated by city officials.

The above case study illustrates numerous deficiencies that prevent the City’s
ability to manage its fuel program effectively and identify instances of theft or
waste.

e The fuel card was not deactivated even though the vehicle to which it was
assigned was damaged in an accident almost ten months before.

e The NOPD captain’s PIN number was written on the envelope of the fuel
card, increasing the likelihood that the PIN could be used by unauthorized
individuals to obtain fuel.

e The automated fueling system dispensed fuel despite the unreasonable
odometer reading (999,999 miles).

2 This case study is not offered as evidence; rather, it is included as an illustration of the issues
identified by evaluators during the course of this project.

3 The vehicle was a 2008 Ford Taurus with the asset number APOL08177.

4 Evaluators purchased two gallons of fuel, returned the fuel card to the Fuel Services
Administrator, and the fuel card was deactivated.
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e Despite several red flags, the transaction went unnoticed during the fuel
review process.

FUEL DISPENSING FRAMEWORK

CAO Policy Memo 5(R) outlined the City’s fuel use rules as part of the general
vehicle and equipment use policy.> The policy divided fuel use responsibilities
between the Equipment Maintenance Division (EMD) and user departments.
According to the policy, “optimization of fleet operations and services is best
accomplished by a coordinated effort between the users (the departments and
their employees) and the fleet service provider (EMD).”

USER DEPARTMENTS

Fuel users in city departments and outside agencies were instructed to pump fuel
at city facilities in accordance with requirements outlined in CAO Policy Memo
5(R).® To prevent the unauthorized use of fuel, fuel users were responsible for
using the correct fuel card and PIN and immediately reporting instances of a lost
or stolen fuel card or PIN.

Each department was required to appoint a vehicle coordinator to oversee the
department’s fuel use and act as a liaison to the EMD. Specifically, the vehicle
coordinator was responsible for:

e requesting new fuel cards and PINs from the EMD;

e notifying the EMD when fuel cards or PINs needed to be deactivated;

e monitoring and auditing all departmental fuel transactions to identify
suspicious transactions; and

e initiating and/or conducting investigations in the event of suspected
impropriety.

The method of assigning vehicle coordinators varied: NOPD had a dedicated fleet
manager who served as vehicle coordinator, but many smaller departments
assigned those responsibilities to administrative staff.

5 The City also had a Fuel Services Policy, CAO Memorandum 40(R), which was last updated in 1994.
Key elements of the policy had been incorporated into CAO Policy Memo 5(R).

6 Non-city entities such as the Orleans Parish Sheriff’s Office (OPSO) and Louisiana Society for the
Prevention of Cruelty to Animals (LASPCA) were provided with fuel as part of agreements with the
City.
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EQUIPMENT MAINTENANCE DIVISION

The EMD, reporting to the CAQ’s Office, was responsible for administering the
City’s fuel services. The City did not charge departments for fuel use; the cost of
fuel was included in the EMD’s budget. An EMD employee served as Fuel Services
Administrator and was primarily responsible for the following tasks:

e purchasing bulk fuel;’

e overseeing the operation and maintenance of the City’s fuel facilities;

e processing requests from vehicle coordinators for new fuel cards and PINs;

e deactivating fuel cards and employee PINs; and

e maintaining fuel service records and distributing fuel use reports to each
department for review.?

CITYWIDE FUEL USE

In 2015 thirty-three departments and agencies used 1.6 million gallons of fuel
provided by the City at a cost of $3.2 million.? The amount of fuel used was related
to the size of a department’s fleet and nature of their operations: emergency
responders such as the NOPD used upward of 800,000 gallons of fuel, more than
50 percent of total gallons dispensed; smaller entities such as the Vieux Carré
Commission and Traffic Court used fewer than 50 gallons.'® Figure 1 lists all
departments and agencies that used fuel in 2015.

7 The OIG previously examined the City’s fuel purchasing and receiving process in 2013. City of New
Orleans Office of Inspector General, Inspection of City of New Orleans Fuel Receiving Controls (New
Orleans, LA: City of New Orleans Office of Inspector General, 2013), http://nolaoig.gov/reports/all-
reports/city-of-new-orleans-fuel-receiving-controls (accessed May 23, 2016).

8 Although CAO Policy Memo 5(R) stated that fuel use reports would be distributed monthly, many
departments received them on a weekly basis.

% Evaluators totaled the fuel costs recorded in the City’s ledger, Great Plains; the total did not
include ancillary costs for maintenance of the automated fuel system or environmental services.
10 According to the City’s BottomLineSTAT report, the City’s annual fuel use had decreased by
approximately 300,000 gallons since 2011.

Office of Inspector General OIG-I&E-15-0012
City of New Orleans
Final Report

Fuel Dispensing
Page 7 of 45
June 29, 2016



Figure 1. Department and Agency Fuel Consumption (2015)

Department Total gallons dispensed
New Orleans Police Department 813,133
Orleans Parish Sheriff's Office 219,564
Emergency Medical Services 130,404
Department of Public Works 91,840
New Orleans Fire Department!! 70,053
Department of Parks and Parkways 63,957
Department of Sanitation 45,272
New Orleans Recreation Development Commission 32,453
Orleans Parish District Attorney’s Office 30,745
Department of Safety and Permits 16,031
LA Society for the Prevention of Cruelty to Animals 13,315
City Council 12,041
Mayor's Office 11,961
Department of Property Management 11,227
New Orleans Mosquito Control Board 10,353
New Orleans Coroner’s Office 7,107
Clerk of Criminal District Court 5,250
Equipment Maintenance Division 4,738
New Orleans Public Library 4,630
Orleans Parish Criminal District Court 2,939
Chief Administrative Office 1,609
Orleans Parish Juvenile Court 1,509
Office of Emergency Preparedness 1,407
Health Department 786
Historic Districts and Landmarks Commission 667
New Orleans Municipal Court 515
Office of Inspector General 398
Registrar of Voters 231
Department of Finance 170
City Planning Commission 167
Law Department 59
Traffic Court of New Orleans 49
Vieux Carré Commission 40
Grand Total 1,604,641

11 The total fuel use reported for the NOFD did not include fuel distributed through eleven manual
fueling sites located at NOFD stations.
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Fuel may be targeted for theft by employees or members of the public for a

number of reasons:

e Itisacommonly used resource and allows thieves to offset their fuel costs.

e Employees were often provided with access to fuel cards that could be
used at commercial stations or government-owned facilities with minimal
supervision.

e The large number of transactions decreased the likelihood of detection.

Given the significant investment in fueling city vehicles, the City needs effective
fuel dispensing controls to ensure that taxpayer dollars are spent wisely and to
guard against wasteful and fraudulent fuel use.
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V. AUTOMATED FUEL DISPENSING

The City had four primary fueling facilities. The locations of these facilities,
storage capacities, and hours of operation are listed in Figure 2.

Figure 2. Locations of Primary Fuel Facilities

Location Hours of operation Fuel capacity
Broad St. Facility 24 hours/day 72,000 gallons gasoline
2600 North Broad St. 7 days/week 36,000 gallons diesel
Algiers Facility 24 hours/day 10,000 gallons gasoline
2341 Wall Blvd. 7 days/week 10,000 gallons diesel
New Orleans East Fuel Facility 24 hours/day 12,000 gallons gasoline
10200 Old Gentilly Rd. 7 days/week 12,000 gallons diesel
Parkway Fuel Facility 7:00 a.m. to 5:00 p.m. 6,000 gallons gasoline
2829 Gentilly Blvd. Monday - Friday 6,000 gallons diesel

The Broad Street facility was the most heavily used due to its central location and
proximity to NOPD headquarters; it accounted for 75 percent of total transactions
in 2015. With the exception of the Parkway Fuel Facility, these facilities were
accessible to the public (i.e., no gated entry), and the City did not have personnel
stationed on site to monitor fuel transactions.

The City used an automated fuel dispensing and record keeping system to ensure
that fuel was dispensed only to authorized users and vehicles.'? Fuel users were
required to insert a valid fuel card into an electronic panel, enter an authorized
PIN, and enter the odometer reading before selecting the pump used to dispense
fuel. Fuel was dispensed only if the information met the system’s established
requirements.

Throughout the fueling process the automated system collected transaction data
that could be used to track vehicle fuel consumption and assist in the detection of
fuel theft. The network recorded each transaction and compiled the data in fuel
usage reports made available to the EMD and city departments. Figure 3 outlines
the process for dispensing fuel from the automated system (green), initiating

12 The automated fuel dispensing system had several components owned and/or obtained from
different sources. The automated dispensing system in use in 2015 had been installed and
maintained by Retif Oil & Fuel LLC (“Retif”) since at least 2008. Retif installed the terminals and
provided the data service and fuel cards. The City owned the pumps, tanks, and hoses.
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optional transaction controls (purple), and collecting data as part of the fuel
transaction database (blue).

Figure 3. Automated Fuel Dispensing Process
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The fuel dispensing process required a coordinated effort from the EMD, vehicle
coordinators, and individual users. If implemented correctly, it could provide
effective oversight of the City’s fuel dispensing program. Subsequent sections of
this report include analyses of the individual steps in the automated fuel
dispensing process.
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FUeEL CARDS

The first step in the automated fuel dispensing process required a city-issued fuel
card. The EMD assigned fuel cards to specific vehicles and equipment to
implement additional access controls (e.g., odometer readings) and to collect data
about a vehicle’s fuel usage and performance. Fuel cards were limited to use at
city automated dispensing facilities.!3

The City assigned fuel cards to any vehicle or piece of equipment that needed
gasoline or diesel fuel to operate. To obtain a fuel card, vehicle coordinators
typically e-mailed the Fuel Services Administrator and provided the asset number
assigned to the vehicle or piece of equipment. The Fuel Services Administrator
sent the request to Retif, the system operator.

Retif generated a fuel card associated with the vehicle and mailed the newly-
created fuel card to the EMD. Staff from the requesting department were
responsible picking up the card. According to the Fuel Services Administrator, the
entire process took approximately five days.**

FINDING 1. FUEL USERS SHARED FUEL CARDS, AND THERE WAS NO EFFECTIVE PROCESS IN
PLACE TO IDENTIFY AND DEACTIVATE INACTIVE FUEL CARDS.

Vehicle-specific fuel cards were the City’s mechanism for collecting information
about specific vehicle use and monitoring fuel consumption. When a fuel card was
used for more than one vehicle or piece of equipment, the data collected could
not be used to perform several important tasks. The City could not identify
suspicious fuel transactions, monitor vehicle or equipment performance (e.g.,
miles per gallon), or ensure vehicles were meeting preventive maintenance
schedules.

Fuel users shared fuel cards. CAO Policy Memo 5(R) required employees and
operators of City vehicles to use the fuel card assigned to that vehicle when

13 The City also issued fuel cards that worked at many commercial gas stations for out-of-town
travel. The City received invoices for transactions conducted at commercial stations and paid Retif
for the fuel.

14 An exception to this procedure was made for the former NOPD Fleet Manager who contacted
Retif directly and had new fuel cards sent directly to NOPD headquarters. However, beginning in
November 2015 the NOPD was no longer allowed to order fuel cards directly from Retif; all
requests had to be routed through the EMD.
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obtaining fuel. Evaluators analyzed fuel use data and sampled 109 vehicles and
found several indicators that fuel cards were being shared among vehicles:'®

e In 2015 more than 71,000 gallons of fuel (approximately 4 percent of the
annual total) were dispensed when fuel cards were used more than twice
within a four-hour timeframe.

e Approximately 36 percent of vehicles (39 of 109) in the sample did not
have fuel cards present at the time of inspection.®

e Twenty-seven of the 109 vehicles sampled were inoperable, but 11 of the
fuel cards assigned to those vehicles were used to pump more than 2,000
gallons of fuel during the last quarter of 2015, indicating that the cards
were used to fuel other vehicles or had been stolen.

Interviews with the Interim Fleet Manager and other City officials confirmed that
fuel cards were sometimes shared among vehicles. The most common scenario
offered was that the driver of a vehicle discovered that the vehicle’s fuel card was
missing and borrowed a fuel card from a colleague in order to fuel the vehicle.
CAO Policy Memo 5(R) required fuel users to submit a fuel dispensing exception
report to their vehicle coordinator by the next business day when a fuel user
borrowed another vehicle’s fuel card. However, the EMD only had 23 exception
reports on file for approximately 110,000 fuel transactions in 2015.’

The City did not have an effective process to deactivate fuel cards. According to
CAO Policy Memorandum 5(R), fuel cards were assigned to specific to vehicles and
pieces of equipment. Therefore they should have been deactivated when the City
retired the vehicles or equipment to which they were assigned. Doing so would
allow the City to maintain an accurate inventory of fuel cards, protect against fuel
theft, and reduce the number of suspicious transactions or “exceptions.”

CAO Policy Memo 5R provided specific instructions to individual users and vehicle
coordinators for managing lost or stolen fuel cards. However, the policy did not

15 Evaluators conducted a stratified random sample of 109 vehicles taken from the City’s first
quarter of 2015 vehicle inventory report. Evaluators inspected 101 of the 109 vehicles because
eight vehicles listed on the inventory had been removed from service or sold as surplus.

16 Some NOPD districts, the Department of Parks and Parkways, and the Department of Property
Management kept cards in a central location and distributed them only when employees needed
fuel.

17 Three of the exception reports were submitted by the OIG and were related to instances when
evaluators were testing the fuel system for this review.
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provide specific instructions for deactivating fuel cards assigned to vehicles or
equipment removed from service or sold as surplus.

As a result, the City had a surplus of valid fuel cards not assigned to vehicles in
operation.!® In September 2015 evaluators reviewed the City’s list of 2,851 valid
fuel cards with date last used and found that 1,867 of the cards had been used in
the preceding nine months:

e 377 fuel cards (13 percent) had never been used to obtain fuel; and®®
e 607 fuel cards (21 percent) had been used to obtain fuel between 2009
and 2014 but had not been used in 2015.

The EMD developed two mechanisms to reconcile the inventory of fuel cards in
the absence of an official process outlined in CAO Policy Memo 5(R). In August
2015 the Fuel Services Administrator began sending a list of fuel cards to vehicle
coordinators twice a year so that cards no longer in use could be identified and
deactivated. However, only twelve departments participated at the end of 2015,
and NOPD, the largest user of fuel and fuel cards, did not respond.

In addition to the biannual reconciliation process described above, the EMD
attempted to use quarterly inventory reports generated by city departments to
track fuel cards. Since at least 2009 CAO Policy Memo 5(R) required vehicle
coordinators to submit quarterly inventory reports of all vehicles and equipment
to the EMD. These quarterly inventory reports should have included basic
information such as vehicle description, license plate number, vehicle
identification number (VIN), and asset number.

In addition to this information, the EMD asked departments to provide the fuel
card number associated with each vehicle or piece of equipment as part of the
quarterly reporting process beginning in the second quarter of 2015.%° Evaluators
found that this process was ineffective for several reasons:

18 “valid” fuel cards were defined as the universe of available fuel cards; “active” fuel cards were
cards that had been used within the previous month. On a monthly basis, the City was charged $5
for each active card.

1% The oldest fuel cards in this group were issued in 2008.

20 |n addition to assigning fuel cards to vehicles and large pieces of equipment, it was common for
the EMD to assign fuel cards to individual generators, lawn mowers, or to fill gas cans.
Miscellaneous cards were sometimes assigned to contractors who repaired the fuel system, or to
specific tasks within some departments. Some of the miscellaneous cards had names assigned that
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e Vehicle coordinators did not submit quarterly inventory reports, and EMD
staff did not ask for the reports until the third quarter of 2014 although the
requirement had been in place since at least 2009.

e Vehicle coordinators compiled the quarterly inventory reports using
different criteria for determining which vehicles to report, and not all
coordinators included every piece of equipment with a fuel card.?!

e Many departments did not provide the requested information about
active fuel cards or failed to submit quarterly inventory reports
altogether.??

A comparison of the vehicle inventory report from the third quarter of 2015 to
Retif’s list of fuel cards provided additional evidence that the quarterly inventory
reports were an unreliable mechanism for identifying inappropriate fuel card use.
According to Retif’s list, the City had 775 valid fuel cards as of September 2015
that did not correspond to vehicles or equipment listed on the 2015 third quarter
inventory report. Of these 775 valid fuel cards associated with vehicles not on the
inventory list, 130 were used to obtain fuel during the third quarter of 2015.

Sharing fuel cards and failing to deactivate fuel cards impeded the City’s ability to
identify suspicious transactions and monitor vehicle performance. The EMD
attempted to address these issues during the course of this evaluation by
implementing a biannual fuel card reconciliation process and requesting that
vehicle coordinators submit fuel card numbers on quarterly inventory reports.
However, unreliable data in the fuel system and a lack of cooperation from user
departments made it impossible to verify which fuel cards were in use for specific
vehicles and pieces of equipment.

offered little information about how fuel was being used. For example, one fuel card issued to the
NOPD was labeled “Unknown 3.” In 2015 sixty-two miscellaneous cards were responsible for using
28,309 gallons of fuel.

21 |ssues related to quarterly inventory reports will be discussed in a forthcoming OIG report on
the City’s fleet management practices.

22 During the third quarter of 2015, the EMD received fuel card numbers for 919 out of a possible
2,086 vehicles. Six departments, including the NOPD and the City Council, did not report fuel cards
numbers on the quarterly report.
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RECOMMENDATION 1 THE CITY SHOULD REISSUE FUEL CARDS FOR ALL VEHICLES AND
EQUIPMENT AND DEVELOP AN EFFECTIVE MECHANISM TO INVENTORY
AND DEACTIVATE FUEL CARDS.

From 2009 through 2015 the City lacked an effective mechanism to maintain its
inventory of fuel cards. Fuel card sharing and the large surplus of valid fuel cards
increased the risk that cards could be used incorrectly or intentionally
misappropriated. The situation made it impossible to monitor fuel consumption
or analyze information about specific vehicle performance. Moreover, detection
of any suspicious transactions was highly unlikely due to the unreliability of the
fuel card inventory.

Given these problems, the City should deactivate all of the current fuel cards and
reissue cards to vehicles and equipment for every department. Doing so would
eliminate fuel cards that have been unused, lost, stolen, or transferred to another
vehicle or piece of equipment. The City should also make revisions to CAO Policy
Memo 5(R) that clearly state how the EMD and vehicle coordinators will maintain
the integrity of the newly issued fuel cards. The EMD should also have the ability
to enforce the policy, which should include effective consequences such as
restricting a department or agency’s access to fuel when it fails to participate in
the improved reconciliation process.

FUEL USER PINs

The second step in the automated fuel dispensing process required drivers to
enter a five-digit PIN. The assignment of PINs was intended to provide the City
with an additional layer of security and identify the person initiating fueling. Only
authorized personnel with PINs should be able to access fuel located at the four
automated dispensing locations. Fuel cards were assigned to vehicles and
equipment, but PINs were assigned to individuals so that the City could track the
person responsible for a fuel transaction. PINs made it possible to monitor an
individual’s fuel use when vehicles were shared by multiple users within a
department (i.e., pool vehicles).

According to CAO Policy Memo 5(R), individual departments were responsible for
determining which fuel users should be issued PINs.?® Vehicle coordinators

23 Vehicle coordinators issued PINs to fuel users using different criteria. For example, some
departments assigned PINs to all employees while other departments only assigned PINs to
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submitted requests for additional PINs by e-mailing the fuel user’s name to the
Fuel Services Administrator.?* The Fuel Services Administrator requested PINs
from Retif and relayed the PINs to the requesting department.

FINDING 2. FUEL USERS SHARED PINS AND THE CITY DID NOT RELIABLY IDENTIFY AND
DEACTIVATE PINS BELONGING TO FUEL USERS NO LONGER EMPLOYED BY THEIR
AGENCY OR DEPARTMENT.

Effective and timely procedures governing how PINs were issued, used, and
deactivated would allow the City to control who could access fuel. In order for a
PIN to monitor the individual’s fuel usage, its use must be restricted to the
individual to whom it was assigned.

Fuel users shared PINs. According to CAO Policy Memo 5(R), fuel users were
prohibited from sharing PINs and expected to report compromised PINs
immediately to their vehicle coordinator. Despite this policy requirement,
evaluators found several instances in which fuel users likely shared PINs with one
another:

e |n 2015 more than 800 individuals used their PINs multiple times in less
than four hours.?®

e Evaluators interviewed four vehicle coordinators (Juvenile Court, Registrar
of Voters, Traffic Court, and Department of Finance) who stated that they
requested one PIN for their entire department or used one PIN for each
fuel card.

e During vehicle inspections, evaluators observed that PINs were written on
fuel card envelopes stored in shared vehicles.?®

individuals who frequently drove vehicles or operated equipment. According to the City’s Interim
Fleet Manager, as long as the department vehicle coordinator stated that a driver was qualified to
drive, the EMD would assign him a PIN.

24 An exception to this procedure was made for the former NOPD fleet manager who contacted
Retif directly when he required the addition or deletion of PINs. However, as of November 2015
the NOPD had to request PINs through the EMD.

25 Some vehicle coordinators and fleet personnel were tasked with filling department vehicles
when needed; for these fuel users, it was not unreasonable for a PIN to be used multiple times in
a four hour interval.

26 Evaluators conducted a stratified random sample of 109 city vehicles that were included on the
quarterly inventory report from the first quarter of 2015. Upon inspection, evaluators found that
twelve of these vehicles had eighteen separate PINs written on the fuel card or somewhere in the
vehicle. One EMS vehicle had three different PINs written on the envelope where the vehicle fuel
card was stored.
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These examples illustrate that fuel users (1) willingly shared their PINs with their
colleagues, (2) were not aware of the requirement that a separate PIN should be
assigned to each individual, or (3) engaged in behavior that increased the
likelihood that a fuel user’s PIN could be compromised.

In addition to these examples, evaluators found several PINs handwritten on a sign
attached to the fuel terminal at the automated fueling facility located at Broad
Street.

Figure 4. Employee PINs at Broad Street Fuel Facility
I N
a ')“' d¢ hﬁ
EMERGENCY PROCEDURES

Emergency Conditions: Flash Fire, Explgsive
Vapors, Large Surface Spills or Petroleum
Coming Through Cracks in the Cement/Ground

1. Shut down the pumps by pressing the emergency

ff button 1

EMERGENCY |
111 DIAL =211 i

I ol and secure the area to keep customers away

orting of Spills/Releases:

ound release (any amount) or suspected below
lease (any amount) must be reported within 24

According to the Fuel Services Administrator, none of the handwritten PINs was
active at the time it was discovered by evaluators in April 2016. Nonetheless, the
presence of the handwritten PINs on the pump suggests that the numbers could
have been used by individuals other than those to whom they were assigned.

The City did not have an effective process in place to identify and deactivate PINs
belonging to fuel users no longer employed by their agency or department.
Although vehicle coordinators had flexibility in terms of deciding to whom PINs
should be assigned, the process regarding PIN deactivation was clearly stated in
CAO Policy Memo 5(R). The policy required vehicle coordinators to inform the Fuel
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Services Administrator via telephone and in writing immediately upon the fuel
user’s termination of employment or discontinuation of driving privileges.

Some vehicle coordinators told evaluators that they informed the EMD when an
employee left employment with the City or outside agency.?” The NOPD reported
that they deactivated PINs directly through Retif when employees were
terminated, but evaluators found several active PINs assigned to employees no
longer employed by the police department.?®

The Interim Fleet Manager told evaluators that the EMD had also attempted to
obtain a list of terminated employees from the City’s payroll processing system
(ADP) in order to perform a reconciliation, but that the effort proved too
cumbersome because the names in the fuel system were not standardized. In
addition, the City classified terminated employees several different ways in the
payroll processing system.?° As a result, a citywide reconciliation of PINs had never
taken place.

Evaluators compared the list of active PINs from September 2015 to the list of
employees whose employment had terminated between January 2009 and
September 2015 to determine whether active PINs belonging to former
employees had been used. Evaluators used a matching algorithm to complete the
analysis due to the lack of unique identifiers, data entry errors, and missing data
from the list of employee PINs in the fuel system.3° For example, more than 1,000
names entered into the PIN database only used an employee’s first initial. Other
names were entered incorrectly or misspelled.3?

27 Vehicle coordinators from ten departments told evaluators that they notified the Fuel Systems
Administrator when a PIN should be cancelled: EMS, Parks and Parkways, NOFD, Coroner, Mayor’s
Office, NOPD, New Orleans Redevelopment Corporation, City Council, Homeland Security, and the
Orleans Parish Sheriff’s Office.

28 As discussed in Finding 1, the Fuel Services Administrator developed a biannual reconciliation
process to identify fuel cards and PINs no longer in use. However, most departments and agencies,
including the NOPD, did not provide any information.

2% There were several ways employees could be listed in the ADP system: active, deceased, leave
without pay, retired, or terminated.

30 Fuel user PINs did not contain a unique identifier that would have allowed a direct match to be
made between employees on the termination list with the list of PINs. Instead, evaluators used a
phrase-matching algorithm to link names on the list of PINs with the termination list and calculated
a similarity score to determine the likelihood that the two records had the same name.

31 For example, Deputy Chief Stephen Schmitt, the vehicle coordinator for the NOFD, was listed as
“Larry Schmitt” on fuel reports for several years; the City’s new Fuel Services Administrator
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Evaluators linked the list of users whose employment had been terminated from
the City’s payroll processing system to the list of valid PINs using the available
information and a matching algorithm. This process generated a list of 133 PINs
used to obtain fuel after the employee’s termination date; 109 of these PINs were
assigned to NOPD personnel.3?

Evaluators asked the former NOPD Fleet Manager to verify the accuracy of the
analysis by reviewing the 109 PINs assigned to NOPD employees, and he
determined that 60 PINs were assigned to employees no longer with the NOPD.33
Of the 24 PINs that were not associated with the NOPD, evaluators found ten PINs
assigned to users formerly employed in other departments and agencies.3* In 2015
almost 20,000 gallons of fuel were dispensed using the seventy PINs that should
have been previously deactivated.

The use of a PIN after termination did not necessarily indicate that a former
employee was engaged in fuel theft. The PIN could have been used by another
fuel user for legitimate purposes since it was common practice for employees to
write PINs on the fuel cards or write them on pieces of paper left in the vehicle.
Nevertheless, the City’s failure to identify and deactivate the PINs of users no
longer employed by the City increased the risk that fuel could be stolen.

RECOMMENDATION 2. THE CITY SHOULD REISSUE PINS TO ALL AUTHORIZED FUEL USERS AND
DEVELOP EFFECTIVE MECHANISMS TO IDENTIFY AND DEACTIVATE PINS
FOR ALL USER DEPARTMENTS AND AGENCIES.

Employers typically institute password expiration policies to reduce the level of
risk created by a lost or stolen card and/or password. In the event the information
is either knowingly or unknowingly compromised, the amount of time available
for fraud or abuse would be limited. The same logic should be applied to PINs

changed the error within the past year. The Fuel Services Administrator stated that he had asked
departmental vehicle coordinators to correct any spelling mistakes and include full names for PINs
when reconciling cards and PINs.

32 There were an additional 571 PINs with descriptions that matched names on the list of
employees whose employment had terminated. These PINs had not been used after the
employee’s termination date but still remained active in the fuel system.

33 As a result of inaccurate fuel system data entry, the NOPD was no longer permitted to request
PINs directly from Retif. As of November of 2015 the entire process was routed through the Fuel
Services Administrator, which should provide increased oversight and uniformity.

34 There were 24 PINs associated with multiple departments. Of the 24 PINs matched to users no
longer employed, evaluators determined that 12 were false matches and belonged to current city
employees. The Fuel Services Administrator confirmed that 10 PINs should have been deactivated.
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issued to fuel users. According to records in the fuel system, PINs assigned in 2008
were still in use. The age of the PINs combined with employees’ practice of sharing
PINs increased the likelihood that the information could be compromised. The City
should reissue PINs to all fuel users authorized to operate vehicles and establish a
fixed interval for the reissuance of all PINs in order to prevent fuel theft.

In addition to reissuing all PINs, the City should clearly communicate to fuel users
that they are responsible for protecting the integrity of PINs. The City should
establish and enforce consequences for any misuse of fuel attributed to an
employee’s PIN. The City should inform fuel users that they will be held
responsible for all fuel dispensed using their PIN. Fuel users should be required to
acknowledge receipt of these instructions by signing an agreement when receiving
a PIN.

Finally, the City should improve the PIN deactivation process. Specifically, the City
should amend CAO Policy Memo 5(R) to:

e require vehicle coordinators to provide an employee identification number
that corresponds to the information in the payroll system;

e provide the Fuel Services Administrator with the fuel user’s complete
name (e.g., first name, last name) as it appears in the payroll system (ADP)
and an e-mail address;

e incorporate PIN deactivation, including notifying the Fuel Services
Administrator, into each department’s routine procedures when a fuel
user’s employment is terminated or he is placed on extended leave;

e use payroll system data to provide the Fuel Services Administrator with a
list of employees no longer in their positions according to a fixed schedule
so that employee PINs can be deactivated; and

e require all departments to participate in the biannual reconciliation
process established by the Fuel Services Administrator.

The City should restrict access to fuel for departments and outside agencies that
fail to adhere to these requirements.

TRANSACTION CONTROLS

The third step in the automated fuel dispensing process included a set of controls
designed to restrict access to fuel and ensure that the fuel was being dispensed
for legitimate purposes. The City had the ability to customize a wide array of fuel
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restriction controls for fuel cards or PINs through the automated fuel dispensing
system administered by Retif.

The City had two functional transaction controls in place. The City restricted the
type of fuel (i.e., gasoline vs. diesel fuel) that could be dispensed with a fuel card
to prevent damage to engines.?* The City’s second transaction control discouraged
PIN sharing by limiting PIN use to three times a day.

FINDING 3. THE CITY DID NOT REQUIRE ACCURATE ODOMETER READINGS OR RESTRICT THE
NUMBER OF GALLONS THAT COULD BE DISPENSED FROM THE AUTOMATED
FUELING SYSTEM DURING A SINGLE TRANSACTION.

Many municipalities institute transaction controls that go beyond the basic
restrictions described above. The ability to identify suspicious transactions and
ensure that only authorized individuals used fuel for approved purposes increased
with additional, consistently enforced controls. The City could not exercise
effective oversight because it did not did not enforce two essential requirements.

Fuel users did not enter accurate odometer information. After entering a valid
PIN, the pump screen prompted fuel users to enter a vehicle’s current mileage.
This information enabled the automated fueling system to collect information to
compare the current odometer reading to the previous odometer reading and
provided useful information such as miles per gallon and how often vehicles were
used.3® Logical odometer readings in the system provided evidence that fuel cards
were used for authorized purposes. If a card was used to fuel a personal vehicle,
it would generate a suspicious odometer reading, and the number miles driven
would not be consistent with the number of gallons dispensed.

CAO Policy Memo 5(R) did not require fuel users to enter valid mileage
information or impose consequences if they did not. However, the NOPD had a
fuel use policy that stated that “employees shall enter the correct mileage from

the odometer of the vehicle being fueled.”?’

35 These restrictions resulted in some vehicles being assigned two fuel cards, one for the diesel
engine and another for equipment or other secondary systems that ran on gasoline.

36 The automated fuel dispensing system was capable of alerting the City by e-mail if the odometer
reading was unreasonable, but the City had not activated this option.

37 New Orleans Police Department, Regulations Manual, Sec 706.5(b), 2016, accessed May 23,
2016, http://www.nola.gov/getattachment/NOPD/Reform-and-Publications/NOPD-Regulations-
Manual-(03-15-16)-(1).pdf.
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Case Study 2:38In 2015 a fuel card assigned to one NOPD patrol vehicle was used
to obtain 3,218 gallons of fuel without valid odometer readings.3® Sixty-five
percent of the fuel transactions attributed to the vehicle had questionable
odometer information. It appeared that it was common for the fuel card
associated with this vehicle to be shared among vehicles because fuel users (1)
entered illogical odometer readings, and (2) it was used multiple times in a day.
In many cases officers did not even attempt to enter accurate information but
entered a series of repeated numbers or impossible odometer readings, such as
22,222 or 5.

On September 24, 2015 the fuel card was used nine times (three times between
5:55 p.m. and 5:56 p.m.), and none of the odometer entries was within a
reasonable range of the previous entry. Details on the vehicle fueling
transactions as well as the mileage entered by NOPD employees can be seen in
Figure 5.

Figure 5. NOPD Patrol Vehicle Transaction Details on September 24, 2015

Location Time Mileage Gallons
506 N BROAD ST, N.O,, LA 3:39 AM 58,370 12.4
506 N BROAD ST, N.O., LA 8:19 AM 23,463 14.9
506 N BROAD ST, N.O., LA 3:41 PM 22,520 12.0
506 N BROAD ST, N.O,, LA 3:42 PM 182,677 17.7
506 N BROAD ST, N.O., LA 5:55 PM 5 13.0
506 N BROAD ST, N.O., LA 5:55 PM 22,222 5.2
506 N BROAD ST, N.O,, LA 5:56 PM 28,142 12.4
506 N BROAD ST, N.O., LA 8:38 PM 321,123 11.3
506 N BROAD ST, N.O., LA 9:32 PM 202,950 14.0

38 The case study is offered not as evidence but as an illustration of the issues identified by
evaluators during the course of this project.
39 The vehicle’s asset number was BPOL15063.
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The information in Figure 5 raised several questions:

e Why was the fuel card used nine times in the span of 18 hours to dispense
more than 110 gallons of fuel?

e Why were the fuel cards assigned to the other vehicles unavailable?

e Were these suspicious transactions identified and investigated by the
NOPD Fleet Manager?

e Was the card used to fuel personal vehicles?

A review of fuel use reports showed that the fueling pattern described in the case
study occurred on a routine basis despite the NOPD policy requiring accurate
odometer readings. According to the City’s Interim Fleet Manager, this was often
caused by officers sharing fuel cards when the card assigned to their vehicle was
missing. He observed that “NOPD officers check to make sure they have their gun,
two sets of handcuffs and their bullets before starting work; they should probably
make sure their car isn’t broken and has a fuel card before starting their shift.”

Evaluators reviewed odometer entries for 1,007 fuel cards associated with NOPD
passenger vehicles used in 2015. Evaluators performed reasonability tests to flag
questionable transactions that did not fit within broadly defined odometer
reasonability settings. The following criteria were used to identify transactions
with questionable odometer entries:

e vehicles that traveled over 500 miles on one tank of fuel;*
e vehicles that reported mileage lower than the previous transaction; and
e vehicles that reported no change in mileage.**

Based on this analysis, evaluators found that almost 28 percent of all NOPD fuel
transactions recorded for passenger vehicles had improbable odometer readings
in 2015. These 17,011 transactions accounted for more than 14 percent of fuel
dispensed during 2015.

Although CAO Policy Memo 5(R) did not require accurate odometer information,
evaluators performed a similar analysis on non-NOPD fuel transactions.
Evaluators hypothesized that most fuel users did not encounter the fueling

40 Given passenger vehicle fuel tank sizes and estimates of vehicle MPG it is uncommon for a
passenger vehicle to travel more than 500 miles on a single tank of gas.

41 This test identified drivers who consistently entered the same odometer value (e.g. 999) every
time they received fuel.
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challenges faced by NOPD officers and should therefore have fewer questionable
transactions.*? Figure 6 lists the departments and agencies that had more than
100 questionable transactions in 2015. Departments in which employees or
vehicle coordinators told evaluators that they kept fuel cards in a centralized
location to prevent misuse had higher percentages of their transactions with
unreasonable odometer entries.*®

Figure 6. Departments and Agencies with Highest Number of Unreasonable
Odometer Entries (2015)

Transactions with Percent Gallons Used After
Department Unreasonable Unreasonable Unreasonable

Odometer Entries Odometer Odometer
NOPD 17,011 27.6% 227,916
Orleans Parish Sheriff's Office 3,014 21.1% 46,441
Department of Public Works 561 24.1% 10,523
Department of Parks and Parkways 505 29.1% 8,545
Department of Sanitation 279 51.1% 6,120
NORDC 297 22.0% 5,697
Emergency Medical Services 438 19.3% 4,949
New Orleans Fire Department 278 13.2% 3,727
Department of Property Management 139 28.1% 2,896
Orleans Parish District Attorney’s Office 232 9.8% 2,807
Department of Safety and Permits 125 14.6% 2,280
New Orleans Mosquito Control Board 110 19.6% 1,796

In 2015 approximately 25 percent of all fuel transactions that occurred at city-
owned fuel facilities did not have reasonable odometer information. These
transactions accounted for more than 330,000 gallons of fuel.

The large number of questionable fuel transactions prevented the City from
effectively monitoring how fuel was being used: the transactions in question

42 For example, officers responded to emergencies and exchanged vehicles during shift changes.
The around-the-clock nature of their work increased the likelihood that a fuel card could be
misplaced or lost.

43 The Departments of Sanitation, Parks and Parkways, and Property Management kept fuel cards
for some vehicles in a centralized location instead of with their assigned vehicles. This practice
increased the likelihood of inaccurate odometer entries due to the incorrect fuel card being used.
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totaled approximately $700,000 of taxpayer funds that the City could not
document was used appropriately for city business.

The City did not establish maximum gallon limits on all of its fuel cards. Cities
frequently prevent fraud and abuse by placing a limit on the number of gallons
that can be dispensed during a single transaction. In these instances, transaction
limits are associated with the fuel card assigned to that vehicle and customized to
match the fuel tank capacity for that vehicle.

In 2014 the Fuel Services Administrator began setting maximum transaction limits
on any new fuel cards issued for non-emergency vehicles. However, as more than
65 percent of the City’s fuel card inventory had been issued before 2014, the
restriction would not apply to the majority of fuel cards in use at the time of the
evaluation. In addition, the City’s exemption for emergency vehicles further
reduced the number of cards eligible for a transaction restriction. As a result, at
the start of 2016 only 434 of 2,769 cards had fuel limit restrictions set below 300
gallons.

Without restrictions on the maximum number of gallons that a fuel card could
dispense in single transaction, the default in the automated fuel dispensing system
was set to 300 gallons. The City could reduce the risk of unauthorized fuel
dispensing by reducing the 300-gallon maximum; there would be few if any
instances in which that many gallons would need to be dispensed during a single
transaction.

Given the large number of fuel cards without reasonable transaction limits,
evaluators calculated the number of fuel transactions that exceeded a vehicle’s
fuel tank capacity. To accomplish this, evaluators:

e compiled a list of passenger vehicles from the City’s various inventory lists
including quarterly inventory reports, information provided by the EMD,
and the fixed asset list maintained by the Department of Finance;*

e organized the vehicle information using the year, make, and model of each
passenger vehicle on the list;

44 Evaluators defined passenger vehicles as standard cars, vans, and trucks available to the general
public for operation on public roads. Evaluators identified 1,763 fuel cards associated with
passenger vehicles used by the City between in 2015.
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e researched maximum fuel tank capacity for the City’s fleet of passenger
vehicles;* and

e compared fuel transactions from 2015 to each corresponding vehicle’s fuel
tank capacity to determine how often fueling exceeded the maximum
capacity of the fuel tank.*®

Evaluators found that in 2015 city vehicles obtained a total of 9,637 gallons of fuel
beyond what could reasonably fit in the assigned vehicle’s fuel tank. The agencies
responsible for the largest number of transactions in which fuel exceeded tank
capacity were the NOPD (978 transactions) and the Orleans Parish Sheriff’s Office
(131 transactions).” The largest total overage in 2015 could be attributed to one
NOPD Harley-Davidson motorcycle that pumped 970 gallons beyond what could
reasonably fit in the fuel tank. In 2014 this same motorcycle was responsible for
pumping 1,293 gallons beyond what would reasonably fill the fuel tank if it was
completely empty.

The transaction pattern had several possible explanations, each of which
presented opportunities for the theft of fuel from city pumps. However, regardless
of how the fuel was used, any fuel dispensed in excess of a vehicle’s fuel tank
capacity could not accurately be tracked or have its use attributed to a specific
vehicle. Opportunities for misuse of fuel are detailed in Figure 7.

4 |f vehicles had different fuel tank capacities listed, evaluators used the higher value. Evaluators
determined the maximum fuel tank capacity for 1,666 passenger vehicles operated in 2015 using
vehicle fuel tank capacity information from Google.com, Cars.com, and Edmunds.com.

46 Evaluators added 1.5 gallons to each vehicle to account for fuel tank reserves available on some
vehicles. Vehicles filling over capacity were only flagged as suspicious if they went more than 1.5
gallons over the listed capacity. For example, if a vehicle had an 18.5 gallon fuel tank capacity
evaluators only counted the fuel distributed in excess of 20 gallons.

47 The use of a motorcycle fuel card to fill passenger vehicles was not uncommon and appeared to
be what occurred with the card associated with this police motorcycle. Further examination of
fueling transactions associated with NOPD motorcycles revealed that motorcycles were
responsible for using 2,870 of the 9,637 gallons of gasoline distributed past fuel tank capacity in
2015.
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Figure 7. Explanations for Vehicle Fill in Excess of Tank Capacity

Explanation Practice Possible Abuse

Fuel users fill multiple vehicles on the same
Sequential Fueling transaction by passing the fuel pump
between vehicles.

Vehicles subsequently filled
may not be city-owned.

Individuals use the fuel card associated
Fuel Card Used For Larger . . . . Fuel cards can be used to fill
. with a vehicle with a small fuel tank tofill a . .
Vehicle . non-city vehicles.
larger vehicle.

Gas cans can be used to fill
non-city owned vehicles and
equipment.

Fuel users fill the vehicle they are driving

Fill Gas C Equi t . .
1 a5 Lans or tquipmen and then fill gas cans or other equipment.

RECOMMENDATION 3. THE CITY SHOULD REQUIRE ALL FUEL USERS TO ENTER ACCURATE
ODOMETER READINGS AND ESTABLISH TRANSACTION CONTROLS THAT
LIMIT THE NUMBER OF GALLONS THAT CAN BE DISPENSED IN A SINGLE
TRANSACTION.

The frequency at which fuel users entered invalid mileage information
compromised the City’s ability to exercise effective oversight of its fuel dispensing
program. To resolve this problem, the City should first reissue fuel cards to all
vehicles and equipment (Recommendation 1).

Next, the City should amend its fuel policy and require all fuel users to enter
accurate odometer readings. Any fuel user who does not comply with the
requirements should be required to submit a fuel dispensing exception report to
his vehicle coordinator. However, a simple policy requirement will be unlikely to
compel changes in fueling behavior. Noncompliance should result in
consequences outlined in city policy, and include such penalties such as the
revocation of driving privileges for repeated infractions.

In 2014 the Fuel Services Administrator began setting restrictions on the number
of gallons that could be dispensed in a single transaction for new vehicles used by
non-emergency departments. The City should extend this practice to all vehicles
and establish fuel transaction limits according to the size of the vehicle’s fuel tank.
Setting fuel transaction limits should limit the practice of sequential fueling and
help the City to track accurately which vehicles are using fuel.
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FUEL REVIEW PROCESS

The fourth step in the fueling process was the vehicle coordinators’ review of fuel
transactions. As outlined in Findings 1-3, there were several deficiencies in the
automated fueling process:

e Fuel users shared fuel cards, and no city policy required departments to
provide the EMD with information that could be used to deactivate fuel
cards.

e Fuel users shared PINs, and the City did not always deactivate PINs
assigned to fuel users whose employment had been terminated.

e The City did not require fuel users to enter accurate odometer information
and did not implement maximum gallon restrictions on most vehicles.

In 2015 the automated fueling system recorded over 110,000 transactions and
dispensed 1.6 million gallons of fuel. The large number of fuel transactions
combined with lax controls required effective oversight. Vehicle coordinators
needed a way to identify suspicious transactions, and when identified, these
suspicious transactions required timely investigations to determine why the
exception occurred.

CAO Policy Memo 5(R) required the Fuel Services Administrator to distribute fuel
use reports at regular intervals.*® The automated fueling system maintained by
Retif generated these reports and sent them to vehicle coordinators as a PDF file.
The fuel report contained each fuel transaction and included details such as:

e vehicle asset number;

e name of the individual associated with the PIN;

e time and date of the transaction;

e fueling location;

e previous and current odometer readings;

e type of fuel and number of gallons dispensed; and
e ameasure of estimated miles per gallon (MPG).*

48 Some departments such as the NOPD received this report on a weekly basis; other departments
that used less fuel received the report on a monthly basis (if fuel was used during that period).

4 The report included a calculation of miles per gallon based on the total miles traveled between
the previous odometer reading and the current odometer reading divided by the number of
gallons put into the tank.
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When fuel users did not enter an accurate odometer reading prior to receiving
fuel, the system was unable to calculate an estimated miles per gallon (MPG). The
system flagged these transactions with a series of asterisks (*****) where the
calculated MPG should appear. Aside from this indicator, the system did not flag
other unusual or suspicious transactions (e.g., fuel card or PIN sharing).>°

FINDING 4. VEHICLE COORDINATORS DID NOT REVIEW FUEL DISPENSING REPORTS
SUFFICIENTLY TO IDENTIFY SUSPICIOUS TRANSACTIONS.

CAO Policy Memo 5(R) assigned review and oversight of fuel transactions to
vehicle coordinators. It was logical to task these individuals with reviewing fuel
transactions because they had information about a department’s vehicle use
patterns and details about fuel users such as job responsibilities and work
schedules.

According to the policy, vehicle coordinators were responsible for “monitoring
and auditing the fuel use reports in order to compare fuel use to departmental
operations and/or to identify any discrepancies or inconsistencies that may
indicate an impropriety.” In addition, vehicle coordinators were responsible for
“initiating and/or conducting investigations for any discrepancy, inconsistency, or
impropriety suspected and taking the appropriate action as warranted by the
situation.”

Evaluators interviewed all vehicle coordinators to determine whether they
reviewed fuel use reports to identify suspicious transactions.®® Some vehicle
coordinators stated that they did not receive copies of fuel reports.>> One vehicle
coordinator stated that she “was not given a list of duties when she became
vehicle coordinator and did not know that she should be receiving a fuel report.”
A vehicle coordinator who received fuel reports but did not review them reasoned
that it was not necessary to do so because his agency was not responsible for

50 The fuel report also included an estimation of the cost of each individual transaction based on
the market price of fuel as well as a list of taxes and fees that were not charged to the City. This
information was not relevant to the reviews performed by vehicle coordinators.

51 Evaluators interviewed 31 vehicle coordinators, several of which were associated with other
agencies such as the Orleans Parish Sheriff’s Office and the District Attorney’s Office.

52 The Clerk of Criminal District Court, Registrar of Voters, Traffic Court of New Orleans, and the
Orleans Parish Criminal District Court fell into this category. In total these agencies were
responsible for 594 transactions resulting in the use of 8,468 gallons of fuel.
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paying for fuel and did not use much fuel. Other vehicle coordinators reported
that they thought the EMD was responsible for monitoring fuel transactions.>3

Vehicle coordinators who stated they received the fuel reports each used his own
criteria for identifying suspicious transactions.”* Most vehicle coordinators
acknowledged that they typically checked only one or two data points. While
many vehicle coordinators reported that they looked for instances of inaccurate
odometer entries, these instances were rarely investigated and often dismissed as
mistyped digits or card sharing. In addition, the frequency of reviews varied; some
vehicle coordinators reported doing reviews quarterly while others looked at the
reports as they came in.

Despite the efforts of some vehicle coordinators to review fuel transactions
diligently, evaluators concluded that the fuel review process was not effective.
The frequency of transactions with unreasonable mileage information
(approximately one quarter of all 2015 transactions) combined with repeated
instances of fuel card and PIN sharing indicated that the system was not
functioning as intended.>®

There were several factors that contributed to an ineffective fuel review process.
First, vehicle coordinators were not provided training by the EMD. According to
the Interim Fleet Manager, the only guidance vehicle coordinators received was a
copy of CAO Policy Memo 5(R). Most vehicle coordinators had primary job
responsibilities other than fuel oversight. Formal training and ongoing guidance
would have improved vehicle coordinators’ ability to identify suspicious fuel
transactions and initiate investigations.

Also, the controls outlined in Findings 1-3 were not implemented, compromising
the review process. Many fuel users ignored the requirements outlined in CAO
Policy Memo 5(R) and the NOPD policy requiring accurate mileage information.
Fuel users rarely submitted fuel dispensing exception reports even though
exceptions were prevalent. The improper fueling practices continued because the
City imposed no consequences.

53 Even though reviewing reports is defined as a departmental responsibility, the Fuel Services
Administrator had contacted several departments to let them know about suspicious transactions.
54 For example, one vehicle coordinator mentioned that it would look suspicious if a vehicle with a
13 gallon fuel tank was receiving more than 30 to 40 gallons of fuel, but another said transactions
over 100 gallons would be suspicious.

55 See Findings 1-3 for further discussion.
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The large number of questionable transactions in the fuel reports decreased the
likelihood of timely and consistent follow-up. This was especially true for vehicle
coordinators responsible for overseeing a large number of fuel transactions. For
example, a weekly fuel report sent to NOPD in mid-October 2015 was 86 pages
long and listed a total of 1,289 transactions. Almost 40 percent (508 of 1,289) of
the transactions were flagged with a series of asterisks indicating that officers
entered incorrect mileage information.>® The former NOPD Fleet Manager stated
that he “would not get anything else done” if he followed up on every transaction
with an unreasonable odometer reading.

The automated fueling system was capable of automatically sending an exception
report by e-mail when a fuel transaction violated any implemented controls,
including an improper odometer entry. The City did not implement this capability,
even though the e-mails could provide timely alerts to suspicious activity.
Regardless, the EMD and vehicle coordinators would receive more than 30,000 e-
mails a year if the number of suspicious transactions stayed at or near 2015
levels.>’

RECOMMENDATION 4.  THE CITY SHOULD PROVIDE TRAINING TO VEHICLE COORDINATORS AND
TAKE STEPS TO ENSURE THAT THEY IDENTIFY AND INVESTIGATE
SUSPICIOUS FUEL TRANSACTIONS.

The City should train vehicle coordinators to review fuel use reports effectively.
Training should include a general overview of the responsibilities assigned to
vehicle coordinators and clear guidelines for acceptable fueling practices. In
addition, the City should provide technical assistance designed to help vehicle
coordinators develop department- and vehicle-specific criteria to identify
suspicious transactions.

In order for the fuel review process to work effectively, there must be
consequences for fuel users and vehicle coordinators who do not comply with
policies and procedures. City policy should stipulate that fuel dispensing exception
reports must be filed when a fuel user shares his PIN, uses the wrong fuel card, or

56 The report also included numerous suspicious transactions that were indicators of fuel card
sharing, sequential fueling, and excessive fueling.

57 E-mails can be sent for suspicious activity including invalid odometer entries, gallon limits per
transaction, using a card or PIN more than three times per day, or fueling at irregular hours.
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enters the incorrect mileage information.>® Further, policies must outline clear
department-specific consequences for non-compliance.

Finally, departments should establish procedures for investigating suspicious
transactions and implement appropriate penalties for misuse of the fuel system.
Consequences for fuel users who continue to violate these policies without
notifying vehicle coordinators could include revocation of their driving privileges
and departmental disciplinary procedures.

Vehicle coordinators who repeatedly fail to identify and investigate suspicious
transactions should also be held accountable. The City should program the
automated fuel system to send vehicle coordinators e-mail alerts when suspicious
transactions occur and use fuel dispensing exception reports to document the
resolution of questionable transactions. The City should also incorporate the
number of unresolved fuel transactions into each department’s performance
measurement reporting infrastructure.>® Doing so would send the message that
proper fueling procedures are a citywide priority.

58 The fuel dispensing exception report was provided to vehicle coordinators as a hard copy and
did not capture several important details. The City should consider developing an improved
electronic form to increase ease of use.

59 For example, the City could include the number of questionable fuel transactions that were not
reported to the EMD in its ResultsNOLA report.
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V. MANUAL FUEL DISPENSING

I n addition to the four locations with automated fuel dispensing capabilities, the
City had 12 fuel facilities without electronic monitoring devices. These facilities
did not require fuel cards or PINs; individuals could access fuel directly from the
pump without verifying their identity. Eleven of these sites were located at NOFD
stations and used to fill vehicles and equipment with diesel fuel. The twelfth site
was located at the Joseph Bartholomew Golf Course and was used to fill golf carts

with gasoline. Details on these locations are listed in Figure 8.

Figure 8. Locations of Non-Automated Fuel Facilities

Location

Fuel tank capacity

NOFD Engine 1
2920 Magazine Street

2,500 gallons diesel

NOFD Engine 6
4550 Old Gentilly Road

500 gallons diesel

NOFD Engine 14
200 South Robertson Street

500 gallons diesel

NOFD Engine 16
2000 MLK Boulevard

500 gallons diesel

NOFD Engine 17
4115 Woodland Drive

500 gallons diesel

NOFD Engine 20
424 Opelousas Avenue

500 gallons diesel

NOFD Engine 24
1040 Poland Avenue

500 gallons diesel

NOFD Engine 25
4230 South Carrolton Avenue

500 gallons diesel

NOFD Engine 31
19808 Chef Menteur Highway

500 gallons diesel

NOFD Engine 37
13400 Chef Menteur Highway

500 gallons diesel

NOFD Engine 39
1616 Caffin Avenue

500 gallons diesel

Joseph Bartholomew Golf Course

6514 Congress Drive

1,000 gallons gasoline
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On an annual basis, these twelve sites dispensed approximately 60,000 gallons of
fuel, less than 4 percent of the City’s fuel use.®®

Based on observations and interviews with NOFD personnel, evaluators found
that some of these fuel tanks were not always secured behind a fence or gate, but
the fuel pumps were locked with a padlock. Although these sites did not represent
a large portion of the City’s overall fuel use, the lack of an electronic system to
record transactions increased the need for effective fuel monitoring.

FINDING 5. THE CITY DID NOT EFFECTIVELY MONITOR FUEL USE AT ITS NON-AUTOMATED
FUELING LOCATIONS.

CAO Policy Memo 5(R) did not provide instructions for recording information
about fuel usage at NOFD locations or the Joseph Bartholomew Golf Course, but
the NOFD had its own policy in place.®! The policy required NOFD personnel to
record information each time fuel was dispensed or delivered. In addition, the
policy required periodic checks of fuel inventory to determine when additional
fuel should be ordered. As shown in Figure 9, this information was recorded in a
form developed by the NOFD.

60 Evaluators used 2014 fuel dispensing information for the NOFD stations because the entirety of
2015 data was not yet available.
61 New Orleans Fire Department, Standard Operating Procedure, A&E-10, Fuel Pumps, 2009.
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Figure 9. Excerpt from NOFD Daily Fuel Sheet
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The policy made NOFD company officers responsible for verifying the
completeness and accuracy of the entries on the form and instructed them to
notify the NOFD Deputy Chief of Operations in the event of an error or anomaly.®?
The company officers sent the reports to the NOFD Deputy Chief of Operations
every Monday.

Evaluators found several deficiencies in the NOFD’s fuel dispensing process that
prevented the department from identifying suspicious transactions and effectively
monitoring fuel usage.

Fuel dispensing counters were broken at multiple NOFD locations. A meter at
each NOFD location measured the amount of fuel pumped at NOFD locations in
two ways. One counter measured the number of gallons pumped during an
individual transaction (“transaction counter”) and another counter kept a running
tally of the total number of gallons pumped (“cumulative counter”). The photo in
Figure 10 shows a functioning meter located at NOFD Engine 14.

62 NOFD policy defined “company officer” as any firefighter, operator, or captain in charge of fuel
dispensing at an NOFD location.
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Figure 10. Fuel Dispensing Meter at NOFD Engine 14
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Each time fuel was dispensed, NOFD personnel were instructed to enter the
information from the meter into the NOFD’s daily fuel sheets. The reading from
the transaction counter (24.7) was entered into the column titled “gallons used”
and readings from the cumulative counter (5,619) were entered into the column
titled “meter reading.”

Accurate information from both counters allowed each station to compare the
individual transactions logged in the fuel sheets to the overall amount of fuel
dispensed from the system. Based on the information listed in Figure 10, the
difference between the current and previous reading from the cumulative counter
should equal the amount from the transaction counter. NOFD personnel could
then determine whether fuel was dispensed without being recorded if the
amounts did not match. Without this process, missing fuel could go undetected
unless the NOFD performed regular fuel tank inventory reconciliations. The delay
would decrease the likelihood that the NOFD could identify who was responsible
for missing fuel and determine when it went missing.

Information recorded in NOFD fuel logs for 2014 indicated that multiple locations
had non-functioning cumulative counters. According to the NOFD Deputy Chief of
Operations, some of these devices had been broken since Hurricane Katrina.
These locations and the amount of fuel dispensed in 2014 are shown in Figure 11.
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Figure 11. NOFD Locations with Broken Cumulative Counters®3

N f
. Total Gallons .umber'o
Location Dispensing

S Transactions
NOFD Engine 20

1,783 127
424 Opelousas Avenue
NOFD Engine 25

6,326 315
4230 South Carrolton Avenue
NOFD Engine 37

. 6,966 306

13400 Chef Menteur Highway
Total 15,075 748

The City could not effectively monitor 15,075 gallons of fuel dispensed from these
locations in 2014 due to nonfunctioning cumulative counters. During the course
of this evaluation, the NOFD Deputy Chief of Operations modified his weekly fuel
use sheet to audit dispensing transactions and placed work orders to have the
cumulative counters repaired at stations where evaluators reported them broken.

Information was missing from NOFD fuel use logs. All of the required information
needed to be entered into the fuel use log in order for the NOFD to monitor fuel
use effectively. Evaluators reviewed the fuel use logs compiled by the NOFD in
2014 and found that approximately 4 percent of fuel transactions did not include
complete information. The results of this analysis are shown in Figure 12.

83 The cumulative counter located at NOFD Engine 20 was repaired in December of 2014. During
2015 the cumulative counter located at Engine 24 became inoperable and needed repair.
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Figure 12. Errors in NOFD Daily Fuel Sheets (2014)

. Number of Number of
Transaction Error Effect .
Transactions Gallons

NOFD did not k hich vehicl

Missing Vehicle ID . 'd not know which vehicle was 26 420
using fuel
NOFD could not perform checks to ensure

Missing Odometer the fuel was pumped into the correct 62 1,183
vehicle

Missing Signature® NOFD could not investigate suspicious 59 663
fuel use

The lack of complete information in the fuel use logs prevented NOFD’s ability to
identify suspicious transactions and investigate whether the fuel had been
misappropriated.

Fuel transactions at NOFD locations were not analyzed or entered into the
automated fuel dispensing system. The NOFD’s handwritten daily fuel sheets
were designed to track the amount of fuel dispensed and delivered during the
course of a week. The forms were sent to the NOFD Deputy Chief of Operations,
but the information was not entered into an electronic spreadsheet for analysis.
As a result, the NOFD could not easily identify patterns of misuse or track fuel
usage over time.

Entering the fuel use information into the automated fueling database would
make it possible for the both the EMD and the NOFD to have accurate information
on vehicle use, measure vehicle miles per gallon, and perform ongoing analyses of
overall fuel consumption and use.®

RECOMMENDATION 5. THE CITY SHOULD REPAIR BROKEN FUEL DISPENSING COUNTERS,
ENSURE THAT ALL REQUIRED INFORMATION IS RECORDED IN NOFD
DAILY FUEL SHEETS, AND ENTER DATA ABOUT FUEL TRANSACTIONS INTO
THE AUTOMATED FUEL DISPENSING SYSTEM.

Evaluators found multiple fuel dispensing meters inoperable during 2014, and
some had been broken since Hurricane Katrina. Effective oversight of fuel use at

64 Evaluators only counted transactions without sighatures; however, many signatures on fuel logs
were illegible.

65 The NOFD Deputy Chief of Operations stated that he did not have the staff available to enter the
data into the database. The City’s contract with Retif provided for manually entering data about
fuel dispensed at non-automated facilities into the fuel database at $0.50 per transaction.
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these facilities was not possible without the ability to monitor and compare
information from both the transaction counter and the cumulative counter.
According to the NOFD Chief Deputy of Operations, the City was in the process of
repairing these devices; in the future the City should promptly repair devices that
break.

The NOFD daily fuel log should be promptly checked for accuracy and
completeness and any inconsistencies should be investigated immediately to
ensure that fuel was not misappropriated.®® The fire captain should also compare
the actual cumulative counter reading to the total amount of fuel used prior to
submitting the fuel use log to NOFD headquarters.

66 The NOFD Deputy Chief of Operations had altered his weekly fuel ordering spreadsheet to
compare the amount of fuel use recorded by the cumulative meter to transactions on the fuel use
log.
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VI. CONCLUSION

In 2015 the City spent approximately $3.2 million on more than 1.6 million
gallons of fuel. Given the significant investment of public money and the high
risk of theft, the City must implement strict controls on fuel dispensing and
provide for effective oversight of the process. These requirements should be
articulated clearly in detailed policies and procedures.

Evaluators found few controls and little oversight of the City’s fuel dispensing
program. The City had policies in place that prohibited the sharing of fuel cards
and PINs, but many fuel users ignored the requirements. The NOPD was by far the
largest consumer of fuel, and NOPD policy required officers to enter correct
mileage information. However, almost 28 percent of the department’s fuel
transactions had unreasonable odometer entries. Vehicle coordinators tasked
with monitoring fuel use for indicators of fraud did not receive training, performed
cursory reviews, or failed to investigate suspicious transactions altogether.

The large amount of unreliable data generated from these transactions meant the
City could not verify basic information such as who dispensed fuel and which
vehicles received fuel. The EMD made efforts in recent months to address some
of the issues identified in this report, but the magnitude of the problems
necessitate a system-wide response. Failures of policy and practice at every step
of the fuel dispensing process can only be fixed by making significant changes to
the City’s fuel dispensing program.

Evaluators offered several recommendations to improve the City’s fueling
practices. The City should:

e re-issue fuel cards for all vehicles and equipment and develop an effective
mechanism to inventory and deactivate fuel cards;

e re-issue all PINS assigned to fuel users and develop an effective mechanism
to identify and deactivate PINs belonging to employees no longer
employed by their agency or department;

e revise CAO Policy Memo 5(R) to require all fuel users to enter accurate
odometer readings;

e set fuel dispensing transaction limits on the number of gallons that can be
dispensed in a single transaction;

e provide training to vehicle coordinators; and
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e enforce existing controls and improve oversight at non-automated fueling
stations.

In order for these recommendations and any additional controls to work
effectively, the City must demonstrate a commitment to hold fuel users and
vehicle coordinators accountable for repeated noncompliance.
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VII. OFFICIAL COMMENTS FROM THE CITY OF NEW ORLEANS

City Ordinance section 2-1120(8)(b) provides that a person or entity who is the
subject of a report shall have 30 days to submit a written explanation or
rebuttal of the findings before the report is finalized, and that such timely
submitted written explanation or rebuttal shall be attached to the finalized report.

An Internal Review Copy of this report was distributed on May 26, 2016 to the
entities who were the subject of the evaluation in order that they would have an
opportunity to comment on the report prior to the public release of this Final
Report. Comments were received from the CAO’s Office on May 23, 2016, and

these comments are attached.
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CHIEF ADMINISTRATIVE OFFICE

CITY OF NEW ORLEANS

MITCHELL J. LANDRIEU ANDREW D. KOPPLIN
MAYOR CHIEF ADMINISTRATIVE OFFICER

June 23, 2016

Mr. Ed Quatrevaux

Office of Inspector General
525 St. Charles Avenue,
New Orleans, LA 70130

Dear Inspector General Quatrevaux,

I would like to thank you for the opportunity to review and comment on your report of the City’s
fuel dispensing policies and procedures. The Equipment Maintenance Division (EMD) takes its
duty of ensuring the integrity of City fuel dispensing activity seriously, and we hope that this is
reflected in the responses to your recommendations, which are outlined below.

Recommendation #1- “The City should reissue fuel cards for all vehicles and equipment
and develop an effective mechanism to inventory and deactivate fuel cards.”

We agree with your recommendation. After collecting input from pertinent City
employees and the City’s fuel card vendor, we will reissue every City fuel card,
prioritizing problem cards within the first three months, and completing the complete
reissuance by December 31, 2017. Concerning the inventorying/reconciliation of fuel
cards, as you stated in your report, the Fuel Services Administrator sends a list of active
fuel cards by department to each vehicle coordinator on a biannual basis to be reviewed
for accuracy. We will amend Vehicle and Equipment Policy 5(R) to clearly state the fuel
card criteria which vehicle coordinators must include as part of their quarterly inventory
reports. In the future, we will also be more diligent in pursuing disciplinary action
against departments and employees that do not complete the inventory process correctly.
Standardizing the inventory process. coupled with our current procedure for deactivating
of fuel cards assigned to deleted vehicles, will effectively maintain the integrity of the
newly issued fuel cards.

Recommendation #2- “The City should reissue PINs to all authorized fuel users and
develop effective mechanisms to identify and deactivate PINs for all user departments and
agencies.”

We agree with your recommendation. Similar to our actions towards the reissuance of all
City fuel cards, upon collecting feedback from departments and the City’s fuel card
vendor, we will reissue all City fuel PINs, prioritizing problem PINs in the first three
months, and finishing the complete reissuance by December 31, 2017. Concerning the
identification and deactivation of PINs, EMD will work with Human Resources to
incorporate PIN deactivation into the employee termination process.

1300 PERDIDO STREET SUITE 9E06 NEW ORLEANS, LOUISIANA 70112
PHONE 504-658-8600
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MAYOR CHIEF ADMINISTRATIVE OFFICER

Recommendation #3- “The City should require all fuel users to enter accurate odometer
readings and establish transaction controls that limit the number of gallons that can be
dispensed in a single transaction.”

We agree with your recommendation. When the City reissues all of its fuel cards,
gallons-per-transaction limits will be set on every card. By October 31, 2016, we will
also amend Vehicle and Equipment Policy 5(R) to require fuel users to enter accurate
odometer readings and by January 31, 2017, we will investigate the feasibility and
effectiveness of applying odometer limits to City fuel cards.

Recommendation #4- “The City should provide training to vehicle coordinators and take
steps to ensure that they identify and investigate suspicious fuel transactions.”

We agree with your recommendation. By October 31, 2016, we will provide an in-
person training for all current vehicle coordinators that details the duties of the position as
well as provide guidance on how to monitor fuel transactions. In addition, we will create
an instructional PDF for new vehicle coordinators to be provided to an employee upon
being assigned to that role by October 31, 2016.

Recommendation #5- “The City should repair broken fuel dispensing counters, ensure that
all required information is recorded in NOFD daily fuel sheets, and enter data about fuel
transactions into the automated fuel dispensing system.”

We agree with your recommendation. As of May 25, 2016, the three fuel meters
(“counters™) that had been reported as broken were repaired. We will work with NOFD
to ensure that their daily fuel sheets are completed in their entirety, and by January 31,
2017, there will be a procedure in place for the entering this data into the City’s
automated system.

Thank you again for undertaking this review and for your commitment to helping us continually
improve the way city services are delivered in the City of New Orleans,

Sincgrely,

Andrew D. I(opplin“ )
First Deputy Mayor and Chief Administrative Officer
City of New Orleans

1300 PERDIDO STREET SUITE 9E06 NEW ORLEANS, LOUISIANA 70112
PHONE 504-658-8600
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